FA3E 12 B % R @ K F F IR Vol. 43 Nol2
2009 4 12 A JOURNAL OF XI'AN JIAOTONG UNIVERSITY Dec. 2009

ET RS /RAI R EE AT & 5 iE P 314K
ENEFHENERNTTE

7_}2%\%@\1,2,3, J%J%ﬁl.z.s’ ﬁ,f%i{él.&iﬁ
A. HEBEE AR R EANB S 5 AR R, 230027, A00; 2. W45 38# R E K E S0,
100876, Jbat; 3. A SN E S 0%, 230027, A1)

BE. FLLEERMEBRBEANTZH (MAC) BEFEAEABMANAZO M Z BT A TRLRT
XAER (HMM) 8§ L& B3 M MAC BNz 75 k. KA T A TR & RS 35 K22 3 EoH
KL B BRANAZAE M AE 42 5 K T HMM AR 3¢ 7 2% By 3% 69 MAC i Sk 3R 3E 47 2488 A A B 5 09
T 25 By B W 243 F 37 HMM #4790 %, JHiR 10 B9 A% T 093038 47 4. ddb, 4ml 2 3L T & I
BN HHE 0 BB L5 IR T ANAZAR M B, KR R R PR kxR 6 & B
W MAC &z & 6932 4R A iR IR R 8K, IF s ] K 4o 2 .

KW : REEBM  ANAZARM 5 18Ty R T RALA

hESES. TP393 XEirER: A XEHS: 0253-987X(2009)12-0026-05

Intrusion Detection Method of Wireless Local Area Network
MAC Layer Based on Hidden Markov Model

LI Jinling"**, ZHOU Hao"**, ZHAQO Baohua'**
(1. Department of Computer Science and Technology, University of Science and Technology of China, Hefei 230027, China;
2. State Key Laboratory of Networking and Switching Technology, Beijing 100876, China; 3. Anhui Province

Key Laboratory of Software in Computing and Communication, Hefei 230027, China)

Abstract: The packet field of wireless local area network (WLAN) medium access control
(MAC) layer is taken for the analytical object of detecting intrusion. An intrusion detection
method of WLAN MAC layer is proposed based on the hidden Markov model(HMM). A three
layers frame including console, server and agents is given; the data of WLAN MAC layer is used
to model the HMM; then the normal data of WLAN is used to train the HMM and to memorialize
the normal action of WLAN., An intrusion will be detected when the occuring probability of a
packet data or a sequence of packet data is smaller than a given threshold. Experimental results
show that the proposed method has low false positive rate and missing report rate when detecting
the known attacks on WLAN MAC layers, and also detects unknown attacks.
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